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Introduction

In the last few years web-based electronic commerce has continued to grow at an exponen-
tial rate. Visa, for example, estimates that its internet-related revenues will grow at an an-
nual rate of 81% over the next couple of years (Zbar, 1999). Overall, current statistics
indicate that over 50% of all companies in the United States sell products over the internet
(Salkin, 1999). The trend is expected to continue, and by 2001 internet sales are estimated
to exceed $200 billion, up nearly ten-fold from 1997.

As is often the case, rapid growth brings with it a host of problems. According to one
recent survey (Larson, 1998) 70% of corporate purchasing decision-makers indicated that
because of security concerns they are not currently buying over the internet. This is no sur-
prise given that 59% of companies with web sales report at least one security breach each
year. Further, estimates show that about 30% of all credit card transactions over the internet
involve fraud (Lucas, 1998). Other estimates show staggering losses totaling $250 billion
dollars per year to electronic espionage (Radcliff, 1998).

Security has become the issue for web commerce. Despite annual expenditures for
electronic security that exceed $6 billion, hacker attacks on web sites have continued seem-
ingly unabated. Even the largest and most sophisticated organizations have not gone un-
scathed, and almost daily the financial press continues to report cases of hackers completely
taking over corporate websites. For example, one cyber gang recently hijacked the New
York Times website for three hours. Other hackers have co-opted the web sites for federal
agencies such as the CIA, the FBI, NASA, and the White House. (See http://www.action-
line.com/archives/news/ for some individual case reports).

Accountants, systems persons, and managers continue to struggle to maintain a grip
on electronic security. And no company seems secure, despite enormous expenditures on
security, and many are confused as how to approach the problem. The result is that those in-
volved often find themselves putting out fires and playing catch up in a sea of raging tech-
nology.

This paper presents a systematic approach to developing and continuously improving
a web security system within the context of the overall systems development effort and
within the context of traditional accounting internal control processes and structures. Such
a model allows for the enterprise-wide control of security risks over a prolonged period of
time.

Although a website offers amazing new capabilities for communicating with a broader
range of customers, it is still essentially an information system. Consequently, the well-
established methods of information system analysis are applicable in assessing the sys-
tem’s risks and vulnerabilities regardless of the unique, new risks involved. We illustrate
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the approach to analyzing security by structuring the paper around each of the following
phases of development: systems analysis, systems design, and systems implementation.

The Information Systems Development Literature

There are several different normative approaches to systems development besides the one
we outline (see Weber 1999). For instance, the Sociotechnical Design Approach (Bostrom
and Heinen, 1977) balances the objectives of maximizing task accomplishment with maxi-
mizing the quality of work life for systems users. The political approach (Markus, 1981)
recognizes that changing systems can also change power structures, thus involving users
may or may not be a good idea. The advantage of the soft systems approach (Checkland,
1981) is that it does not assume that decision makers have specific goals and a substantial
understanding of the problem at the outset. The prototyping approach (Naumann and
Jenkins, 1982) became popular with the advent of microcomputing. Users could prototype
asystem on their PC before going to full scale production. The Contingency approach (Gre-
million and Pyburn, 1983), on the other hand, emphasizes the necessity of being flexible in
the approach to development. The approach should vary depending on the social system,
system size, and any uncertainty regarding requirements or technology.

Of course the worst alternative to the life-cycle approach is the piecemeal approach.
Unfortunately, the piecemeal approach is too often taken when emerging technology, such
as web commerce, is involved. The danger is that the technical people will be in charge, and
the web site implementation will not be fully integrated into the larger systems develop-
ment effort.

The move to Enterprise Resource Planning packages (ERP) systems such as SAP has
been very much a move to avoid the piecemeal approach. Balanced against the potential ad-
vantages of a fully automated and integrated system, however, is the awareness that several
recent conversions to SAP have resulted in paralyzing implementation failures. It appears a
better considered approach to systems development could have averted disaster.

Security System Analysis

The purpose of the first phase, Systems Analysis, is to identify system threats, vulnerabili-
ties and the associated losses. The basic formula is THREAT + VULNERABILITY =
LOSS EXPOSURE. The ultimate goal of the security system is to control loss exposures.

Threats represent various sources of attack on the website. One threat, for example,
might come from a malicious hacker who might attempt a denial-of-service attack by bar-
raging the webserver with an unusually large volume of requests for information.

Vulnerabilities, on the other hand, represent security weaknesses in the website’s se-
curity system. For example, a vulnerability would exist if password controls were lax for
sensitive data on the web server.

Assessing Loss Exposures

Loss exposures are typically identified using either a quantitative or qualitative approach.
In the quantitative assessment of risk, one computes each loss exposure as the product of the
amount of the loss times the probability such a loss will occur. One immediate benefit of
this approach is that it requires management not only to identify risks but also to develop ex-
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act probability estimates for each potential loss. As beneficial as this exercise is, significant
measurement error can occur. Consider the difficulty measuring the reputation damage
from a system shut down or the cost of replacing computer software or hardware at some fu-
ture date. In addition, system weaknesses present a problem only if a strategic opponent can
exploit these weaknesses. Assessing a strategic opponent’s knowledge and technical

strengths, motives, risk preferences, and frequency of attack also makes estimation a formi-
dable task.

Recognizing the difficulty inherent in measuring loss exposures for which the com-
pany has little experience, many companies opt for a qualitative approach. This entails a
subjective ranking of risks in order of the significance of exposure they represent. Each ex-
posure is assigned a score where exposures include loss of software, data, hardware, or fa-
cilities, as well as business interruption. Still other companies use a hybrid approach
combining the best of the quantitative and qualitative assessment; that is, developing hard
numbers of losses and probabilities where reasonably estimable.

Complementing and augmenting the life cycle approach are such quantitative risk as-
sessment methods as network analysis (PERT), decision analysis, method of moments, sto-
chastic dominance, and risk engineering.

Originally developed as part of the Polaris submarine project, the network method or
Program Evaluation and Review Technique (PERT) (Hillier and Lieberman, 1974) models
the process of development with nodes connected by lines. The nodes represent decision
points and the lines represent activities to be performed. The graphical representation al-
lows easy identification of the critical path which is the sequence of events having the long-
est duration or the highest cost.

A weakness of PERT in its early forms, since remedied by computer simulation, was
that it lacked probability information on costs and schedule. In this respect, the decision
analysis technique was an improvement (Raiffa, 1968). In this technique, a tree is con-
structed in which decision choices form branches. Different outcomes may stem from each
of these branches and each of these outcomes has an associated probability and expected
payoff. The decision is chosen which maximize the decision maker’s utility.

Retaining the scheduling aspect of PERT, the Method of Moments (McNichols, 1976)
weighs each cost by a probability density function (PDF) rather than a simple probability.
Because disasters are often infrequent events, the distributions tend to be skewed and sim-
ple expected value analysis is inadequate. The key objective is to obtain an estimate a distri-
bution of the total cost of the project. The stochastic dominance approach of Post and Diltz
(1986) has a similar objective but recognizes the difficulty in exactly specifying the distri-
bution function and proposes an alternative criterion of stochastic dominance.

In the risk engineering approach (Charette, 1990), one develops a damage index from
the triplet <s;, I; x;> where s; is the scenario risk and reflects what could go wrong; I; is the
likelihood risk, and x; reflects the consequences of the ith scenario. Risk engineering is a
practical approach designed specifically for software development.

To serve their consulting clients, many public accounting firms have also developed
risk models such as business process measurement (BPM) (Bell, et al., 1997). However,
most of these are proprietary and unpublished. To comply with professional standards in
conducting certified audits, all public accounting firms must follow Statement on Auditing
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Standards (SAS) No. 78, AU 319 and SAS No. 82, AU 316 (AICPA, 1996 and 1997) which
detail how to assess internal control risk and fraud risk, respectively.

Again, these various risk models complement the systems development approach and
can be used in conjunction with it.

Threats

In analyzing potential threats, it is useful to consider not only the sources (i.e. nature, and
people) but also the means by which these threats are realized. The following two subsec-
tions study the problem from these two perspectives.

Sources of Threats to Security

Clearly, nature poses a serious threat to the system’s operation and preventative steps
should be taken to prepare for the possibility of calamities such as fire, power outages,
earthquakes, and storms. Furthermore, procedures and plans for backup and recovery
should be established to minimize the damage after a natural disaster has occurred. As seri-
ous as these threats are, they have been discussed elsewhere in the literature; consequently,
we will focus on threats from strategic opponents.

Fraud is frequently analyzed as a pyramid with three components: fraudster’s pres-
sures, rationalizations, and opportunities (Albrecht, Wernz, and Williams, 1995). Though
fraud represents only part of the security problem, the framework is apt in dealing with any
strategic opponent in a variety of situations. Opportunities are akin to vulnerabilities which
will be discussed in the Vulnerability section of the paper. The following subsection identi-
fies potential strategic opponents and discusses their traits and motives.

Strategic Opponents and Their Motives.

The thought of a computer hacker, sitting alone in his room, spending hours attempting to
identify passwords, breach firewalls, and decipher sophisticated encryptions consumes
many managers responsible for electronic commerce. While this is a real threat, and stories
of hackers breaching sophisticated systems make sensational headlines, many threats are
from other sources. Potential intruders may be competitors, trading partners, employees,
hackers, or customers.

Richard Powers of the Computer Security Institute singles out competitors as the sin-
gle greatest threat in computer crime (Young, 1996). Competitors are a real hazard to com-
panies engaging in electronic commerce, since the objective of electronic commerce is to
allow customers and suppliers access to the company’s computer and the information it
contains (Wirszcyz, 1997). What makes competitors especially dangerous are their targets.
Competitors and other outsiders are generally interested in obtaining cash, inventory, or
customers’ information. These thefts often leave evidence such as discrepancies in the cash
or inventory balance or customers complaints about unauthorized use of personal informa-
tion. Competitors may copy the customer list, look at the sales forecast, or view a competi-
tive bid on a major project. Thefts of this nature may go completely undetected since
nothing was removed or altered, but may result in a competitive disadvantage costing mil-
lions of dollars.
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In addition to its competitors, companies must be cognizant of the risks associated
with its trading partners. Companies are entering an era where electronic data interchange
(EDI) allows trading partners, both customers and suppliers, access to the company’s com-
puter system. It is estimated that business-to-business commerce will be the largest seg-
ment of electronic commerce in the future. Hackers, competitors, customer’s employees,
and supplier’s employees may use web sites linked through EDI to gain access to the com-
pany’s system. Therefore, it is imperative that a business thoroughly investigates its EDI
partners, including the security of that partner’s computer system, before allowing that
partner access to the company’s computer system.

In addition to competitors, employee theft through e-commerce is an important issue.
Disgruntled employees may wish to steal assets or sabotage the company as a means of re-
venge. Other employees may steal to satisfy a perceived need for cash. Regardless of their
motives, employees are a real threat to electronic commerce systems. Many employees
have access to information (passwords, codes, ID numbers, etc.) that allows them to cir-
cumvent existing internal controls. For these reasons, segregation of key computer duties
must be maintained, passwords and IDs that allow access to the computer system beyond
the firewalls must be kept to a minimum, and managers must be trained in identifying em-
ployee situations that might indicate that a fraud has been committed.

While it is important that managers broaden their perspective of potential electronic
commerce criminals, the hacker is still a threat they must evaluate. Michael Vatis, Deputy
Assistant Director and Chief of the National Infrastructure Protection Center for the Fed-
eral Bureau of Investigation indicates that a sophisticated understanding of computers and
the internet is no longer required to successfully crack a company’s computer (Lucas,
1998). ID numbers, passwords, credit card numbers, and fraud instruction guides are avail-
able in internet chat rooms. At the same time, hackers are getting more sophisticated and are
finding better and faster hardware and software resources at their disposal. Ramiz Saffouri,
a consultant with Advanced Software Applications Corp. claims that many electronic com-
merce sites do not adequately protect customer databases and are vulnerable to hackers
seeking customer information (Morgan, 1999).

Even when the potential thief does not circumvent the firewalls and encryption de-
signed to protect the computer, electronic commerce is still vulnerable. Cybersources, a de-
veloper of software systems that detect fraud, estimates that as much as 5 to 6% of the
average internet retailers transactions involve consumer fraud (Corral, 1999). Others esti-
mate that credit card fraud on the internet is as high as 30% (Lucas, 1998). Credit card fraud
is more of a problem for electronic commerce for several reasons:

. Since credit card companies will not hold the defrauded customer liable, and,
due to the high risk of credit card fraud on the internet, banks may not cover
fraudulent expenses charged to electronic commerce vendors. Banks cover-
ing fraudulent “chargebacks” often charge significantly higher fees for the
service (Corral, 1999).

. Unlike in-person transactions, when fraudulent credit card information is de-
tected by an internet vendor, that credit card cannot be confiscated, and the
fraudster and credit card are free to try alternative sites.
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. Since actual cards and signatures are not required, fraud perpetrators are free to
use stolen numbers, or even attempt to manufacture numbers for use.

. The remoteness of the buyer and seller make it extremely difficult to apprehend
the fraud perpetrator. Indeed, the anonymity and remoteness of the transaction
has been sited as attracting individuals to electronic commerce fraud who would
otherwise not engage in fraudulent activity (Punch, 1999).

While electronic commerce threats may emanate from any of the above individuals,
controls exist which can mitigate these risks. These controls will be discussed in the re-
mainder of this article.

Some Common Approaches of Strategic Opponents.

In general, threats to webservers include denial-of-service, theft of proprietary information,
and financial fraud. Denial-of-service attacks are the most common form of threat today
and can be carried out in a variety of forms. Sometimes hackers shut down the entire web
site, other times they modify the content of, say, the home page; and still other times they
even redirect all incoming traffic to an alternate web site controlled by them. Regardless,
the potential losses can be enormous, and large companies can lose millions of dollars in
revenues in a matter of only hours.

Theft of proprietary information can take various forms, including theft of customer
lists, credit card numbers, company-developed software, and so on. The loss exposure from
such threats can be larger than might appear at first glance, because customers may quickly
lose confidence in a website that cannot maintain privacy and confidentiality. In fact, con-
cerns over privacy are at the very top of the list for today’s potential web buyer.

The third category of threat is financial fraud, specifically the fraudulent obtaining of
the company’s goods or services. Such fraud can take various forms, including the fraudu-
lent use of credit card information and the fraudulent manipulation of input data and/or files
on the server. Hackers like to steal credit card numbers from one site and quickly use them
on another site, before the theft is detected.

Vulnerabilities

Key vulnerabilities in an internet security system arise from weaknesses in various areas,
including the following:

1. The operating system or its configuration
2. The webserver or its configuration

3. The private network and its configuration
4. Various server programs

5. General security procedures

Each of these areas is discussed individually.
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Operating System Vulnerabilities

Since the webserver operates as an extension of the operating system, any failure in operat-
ing system security is likely to spill over into webserver security. Therefore, the administra-
tor’s primary task is to seek a secure operating system.

Unfortunately, however, no operating system is attack proof, for no sooner than one
security hole is closed another is discovered. For this reason it is essential that the adminis-
trator diligently monitor ongoing advisory information published by the operating system
vendor (e.g. at www.microsoft.com/security), and by other third-party advisory services
such as CERT (www.cert.org).

A second problem with operating systems lies in their improper or suboptimal con-
figuration. For example, by default Windows NT 4 comes preconfigured to include a “guest
user” in its database of users authorized to access the system. The problem is, however, that
this merely opens an unnecessary door through which an attacker might enter and begin at-
tacking the system. Even Microsoft recommends that the guest user be disabled to enhance
web security. In fact, Microsoft currently recommends 28 changes to the basic operating
system configuration before running its IIS webserver (www.microsoft.com/secu-
rity/products/iis/CheckList.asp). The administrator should therefore stay current on all lit-
erature published by the operating system vendor relating to configuration issues.

Webserver Vulnerabilities

Webserver vulnerabilities tend to be similar to those of operating systems and also require
diligence in monitoring for security updates and information on configuration issues. These
practices are especially important for webservers because they tend to have more security
problems than the operating systems themselves. This is true because webservers and web-
browsers tend to be more frequently updated than operating systems, and they serve more
on the front line of security since they are the primary interface through which users pass.

Webservers are especially vulnerable to configuration problems, especially in relation
to file permissions. A primary risk arises in the area of permissions for directories and files
relating to executable scripts programs. Executable scripts and programs are a necessary
component of any sophisticated web site. For example, a forms handler program must nor-
mally be executed anytime an anonymous user enters data into a form. Further, write access
to somewhere on the website is required for the form data to be recorded. Therefore, the
anonymous user must have both execute and write access, a potentially lethal combination
when made available in the wrong way to a hacker: a hacker with execute and write access
to the same directory can use the write access to upload a malicious program and then the
execute access to run it. For this reason, write and execute access must never be granted to
the same directory.

The problem, however, is that in many cases the web administrator, especially the in-
experienced one, inadvertently grants both write and read access to the same directory. This
might happen, for example, by the administrator placing script files in the wrong directory.
With some web authoring tools the permissions might be created automatically, and so the
damage can be done without the administrator being aware of it.
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Private Network Vulnerabilities

When a webserver resides on a local network, many additional security risks are created.
This is especially true when other machines in the local network have access to the machine
running the webserver. For example, assume the webserver is running on machine A, and
machine B has access to key files and directories on machine A. With this situation the
hacker can break into machine B, and from there access the critical files on machine A. Soin
a local area network the webserver will only be as secure as any of the machines that have
access privileges to the machine on which it is hosted. This poses a very serious problem,
because itis next to impossible for the server administrator to enforce sufficiently strong se-
curity policies on user machines. In general, users may access the internet, run all kinds of
strange and insecure programs, improperly configure their operating systems, and so on.

Hackers frequently seck to attack one computer through an alternate computer on the
local network. One way to do this is to e-mail (in the form of an attachment) a Trojan-horse
program on the alternate computer. The hacker might trick the recipient into opening the e-
mail attachment by spoofing a return address from someone familiar. This is not a difficult
task, since many organizations publish e-mail directories of their employees.

When the unsuspecting user opens the attachment he or she unwittingly installs the
Trojan-horse program. One such program, Back Orifice, allows the hacker to remotely take
control of the victim’s computer, and from there access the host computer for the web-
server. Everything is done in the background, so the victim might never realize what is hap-
pening.

Obviously, the situation is even worse if the webserver is run on a machine that is
shared by more than one user. Any of the users might create vulnerabilities. The obvious so-
lution is to as much as possible limit access to the webserver’s host machine. This elimi-
nates a plethora of possible problems.

Vulnerabilities from Various Server Programs

Many webserver host computers run other servers besides the webserver. Examples in-
clude FTP servers (for file transfers to and from other computers), e-mail servers, remote
control servers (that permit legitimate remote computers to take control of the host com-
puter). The problem is that all these additional server programs create potential problems.
For example, under current standards the File Transfer Protocol (FTP) sends passwords in
the clear with no encryption. Yet, many organizations rely on FTP for transferring sensitive
data between the host computer and remote computers all over the internet. Thus, key pass-
words for sensitive directories are likely to be broadcast semi-publicly over the internet,
where anyone with a little luck and a packet sniffer can discover them.

Further, the typical server program has the built-in capabilities to grant access privi-
leges to remote users, and some server programs are relatively easy to break in to. Thus, the
administrator needs to be careful not to run any server programs not absolutely necessary,
and even careful consideration should be given to running them on separate machines that
are logically, and perhaps physically, isolated from one another. Further, the additional
server programs need to be given as much security-related attention as the webserver itself.

1 Improperly set permissions can also result in Domain Name System (DNS) spoofing.
i Some definitions are necessary. The DNS translates domain names such as www.micro-
|
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soft.com into an IP address. Further, spoofing occurs when one IP address or domain name
(i.e. Internet Protocol address) is substituted for another. In DNS spoofing, the hackers with
write access changes the translation file rerouting websurfers to www.hacker.com. If the
two webpages look identical, even prudent customers can be easily defrauded and the com-
pany’s reputation damaged.

Other webservers are exposed to IP spoofing. Every packet of data that is transmitted
over the internet contains an IP (Internet Protocol) address. If the source address is not se-
cure, then the host computer can change the IP address to make it appear as though it is com-
ing from another host (Ahuja, 1997). This could permit unwanted and unauthorized files to
enter the company’s networks (e.g. viruses, trapdoors, worms, Tro_lan horses). Configuring
the system to filter packets with suspicious IP addresses or requiring a secure connection
before transferring or receiving a packet will reduce this exposure.

Vulnerabilities in General Security Procedures

Tight operating system and webserver security mean little in the absence of good general
security measures. The single most important consideration is that of promoting a general
atmosphere of security consciousness. Too often sophisticated security measures are by-
passed, for example, when a careless employee gives out a critical password over the tele-
phone, or when an important security manual is discarded into the trash without shredding.
The literature is full of cases in which very unsophisticated hackers broke into very secure
systems.

Security techniques really boil down to one thing: access control. The main goal is to
control access to the right individuals and for the right purposes. So it is no surprise that the
most common type of attack involves the front lines of user access, namely user authentica-
tion, and specifically password cracking. There are many password-guessing programs
publicly available with built-in dictionaries containing hundreds of thousands of words.
The efficacy of these programs was demonstrated by a file left behind a hacker on one large
system, a file containing nearly 50,000 correct passwords of a total possible of nearly
200,000, which was the number of user accounts on the system. With the aid of a password
cracking program the hacker had managed to guess passwords for approximately 25% of
the accounts on the system.

The best way to minimize the program of password cracking is to use strong pass-
words. This can be accomplished by requiring passwords to contain a minimum of 6-8 char-
acters. Four-character passwords, used by many systems, are far too easy to guess. Security
can be enhanced further by composing passwords of two unrelated words separated by a
non-alphabetic character. Examples of strong passwords would include “dog%sky,”
“lamp&car,” “plane$tree,” and so on. Of course, passwords can be made even stronger if
there is no need for them to be easy to remember, as in the case of “34tohh4s2$1.” Further
security can be added by configuring the operating system or server to lock out a user after
three failed attempts to authenticate.

Security System Design

It is too often forgotten that good security design requires the company to adhere to the pre-
cepts of good general control, such a separation of duties, clearly delineated lines of author-
ity, internal audit, good documentation, proper authorization and approval for both
transactions and program changes, and so on. But once these things are achieved, and given
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that the practices discussed above are followed, careful attention must be given to the pre-
vention, detection, and correction of security breaches.

Prevention

The strongest approach to prevention is the layered approach to access controls. The main
goal behind layering is to place multiple barriers between the would-be hacker and the com-
pany’s sensitive data.

In general, security layers can be placed at the following levels: network, system,
server, database, record, and field. At the network level firewalls can sometimes be used to
restrict access to certain subsets of the internet population. Thus the webserver will appear
visible to desired individuals and invisible to all others.

At the system level each user can be assigned specific privileges. For example, with
Windows NT Server the administrator can create an individual user’s profile in the User
Manager and then assign the user specific access privileges, such as the user’s ability to re-
motely shut down the system.

At the webserver level the administrator can further assign or restrict the user’s privi-
leges. For example, the user’s server-level profile might be set so as to require encrypted
authentication using the NT challenge-response method. This would be much more secure
than the commonly-used basic authentication, which sends all passwords in as clear text.

It is possible to place additional authentication-related controls at the database, record,
and field levels. These controls would restrict access to specific pieces of data authorized to
the user. For example, a marketing manager might be granted access to a wide array of data
for sales analysis, while a customer placing an order might only be permitted to fill in an or-
der form and perhaps review open orders. Alternatively, strong security might be obtained
by using the “sacrificial lamb” approach, by placing only the order data outside the firewall,
on a dedicated server. All other resources would be hidden inside the firewall.

An alternative to encrypted authentication is to use the Secure Socket Layer (SSL) for
communication between the server and the web browser. With this approach all communi-
cations, including transmissions of passwords, are secure. The only drawback is that SSL
communication places a heavier load on the server, and many companies with large vol-
umes of traffic prefer to use SSL only when absolutely necessary.

Of course, authentication controls are only as effective as the overall management of
passwords, for any hacker who obtains the right passwords can do considerable damage.
Thus, good password management must be maintained.

Authentication security can be enhanced through the use of digital certificates. Each
user desiring authentication must present a valid digital certificate before an addition to a
valid logon/password combination.

An additional layer of security can be obtained by encrypting all sensitive databases
and files available through the web server. With this approach, encryption/decryption is
performed on the fly to authenticated users. Thus any hacker that manages to somehow
break in and steal a copy of sensitive data files will find them unreadable and useless.
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The SET (Secure Electronic Transactions) protocol can be used to enhance security
for credit card transactions. A big advantage of this protocol is that the merchant receives
from the consumer only encrypted credit card number. The encrypted numbers are then for-
warded to the bank for authorization, and the merchant never learns the credit card number,
thus making credit-card-number theft impossible at the merchant level.

Detection

Security-breach detection is nearly as important as prevention. This is because no system is
100% secure and without good means for detection one may never know how much damage
is being done until it is too late.

The main approaches to detection involve monitoring various logs and transaction
auditing. By default many operating systems and web servers install with many critical log-
ging functions turned off. So the administrator’s task is to enable all the needed logging
functions and then monitor the resulting logs. All accesses to the server should be logged to
include the time, data, functions performed, and the user’s IP address, the unique number
that identifies every user and website on the internet. Finally, all security irregularities, such
as failed logon attempts, should also be logged. The administrator must regularly monitor
all logs and follow up on any problems.

Various audit programs can be put in place to monitor for unusual transaction activity.
For example, the administrator might be alerted if there is an unusually high level of order
activity from a particular customer.

Correction

When a security breach is identified, care must be taken to mitigate current or future dam-
ages. The first step is to make the appropriate modifications to block the intruder from mak-
ing further attacks. In some cases, administrators, being unsure of exactly what to do, have
shut down the entire web site.

Security System Implementation
Good implementation requires extensive testing, as well as training in operation. Simula-

tions of various problems and security breaches should be included in the testing program,
and all relevant employees should be taught to recognize and deal with security issues.
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